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1. Creating a Business Object UserID
In order to login to Business Objects 4.0 or the ER Report Portal you must first be
registered in the Business Objects 4.0 application as well as in SAW. If you do not have a

Business Objects 4.0 account please find instructions at:

https://stofwadeptofenterpriseservices.formstack.com/forms/access request er
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2. Registering for SecureAccess Washington (SAW)
Due to the types of data available; Business Objects 4.0 will be using Secure Access
Washington (SAW) as the security solution for those who are accessing Business Objects

4.0 from outside the Secure Government Network (SGN). Please follow these steps to
register a SAW account and request SAW access for Business Objects 4.0.

2.1 How do | register for SAW?

First time users of SAW will need to register. Follow the steps below to register with
SAW.

1. Open a web browser and go to https://secureaccess.wa.gov/

/= SecureAccess Washington Home - Windows Internet Explorer

@.\;— y~ |§’_ﬂ| htkps: [/ secureaccess, wa, gov/

2. Createa User name and Password by clicking on the “Create One” linkon the SAW
login page and then click “Start” when prompted.

User ID: || \

Password: ] ‘

O

Do not have an account?|Create one|
Forgot your User ID?

Forgot your password?

Haven't received activation email?

Activate your account

1—2—>3—>4—5—>6

Name & email Usemama & Review your Entersecurity Check your Login to
addroess password information check email your account

SecureAccess Washington (SAW) allows you to access multiple online government services with the
use of a single user ID and password. By creating a SAW ac , YOu can interact with many
government agencies, like L&), Ecology, DSHS, and more wi one account.
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3. Withinthe Name, E-Mail Address, and Confirm E-Mail Address fields, enter the
requested information. Please use yourwork email address.

Note: Any request made without a valid Washington State Agency email
address will be declined.

From the Secret Question drop-down list, select a question and enter the
answer.

Enter your personal information:

Mame|| {E‘)
E-Mail Address||
Caonfirm E-mMail||
Secret Question|| —select a gquestion— -
Cluestion Answer

Fre 9.‘ et

4. Under Create a username and password, within the User ID field, enter your user
ID. For ease of remembering, you may use the same ID as you have in Business
Objects, but thisis not required.

Within the Password and Confirm Password fields, type your password.

@Messages regardingthe strength of the password you are entering will
appearas you type.

Create a user ID and password:

NOTE: We value the security of your personal Information. In order to protect this information, your
password will expire every 24 months or 13 months depending on application access

User 1D |trainl 5

Password|eesssssese
Requirements for a secure password:

Confirm Password

Chooseé a password with

« atleast 10 characters

« contain at least three of the frolliowing
characler classes uppercase letters
lowercase letters, numerals, special

characters
« does not contain user ID
‘.:-:3
; ;.,

5. After reviewing yourinformation for accuracy, to print the page for your records,
click on PRINT. Click Next to continue.

Go back to the previous page to make changes.
Continue to the next page if the information is correct.

PRINT]

You may want to his page for your records. 7

Prenious ] [Nex‘[]
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6. Enterthe codethatappearsonthe screen. The security code is not case-sensitive
and only contains numbers and lower case letters. Click on the Submit button to
finish the process.

@ If you cannot read the code, click the link. This generates a new security
code. You may also click the speaker icon which will broadcast the code
through your speakers.

I the box below, enter the security code yo o=
[(Click here if you cannot read the code )

M E’ltel B Frevious Submit

7. A confirmation message appears, and you will receive an email from SecureAccess
Washington. To complete the registration process, follow the instructions
contained in the email
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2.2 How do | activate my SAW account?

After you have registered, you will receive a confirmation email.
2.2.1 Activate your account from the email link
1. Fromtheregistration email you received, click the provided link to activate your

account.

2. A web browser opensand displays that your registration was successful. Click
on Login.

3. Typeyour User ID and Password, and then click on Login.

222 Activate your account using the Registration Code

With some email clients, you may need to use the Registration Code from the
confirmation email to activate your account.

1. Atthe Login to SecureAccess Washington page, click on Activate youraccount.

User ID: \I ‘

Password: | ) ) \

Do not have an account? Create one
Forgot your User |ID?
Forgot your password?

Haven't received activation
Activate your account

2. Enteryour User ID and Registration Code, and then click on Submit.

Activate Your Account:

Lser D

Registration |
Code:

| Submit | /
o
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2.3 How do | add the Business Objects 4.0 or ER Report Portal to my
SAW account?

To add a service (the Business Objects 4.0 and ER Report Portal applications are
considered services), perform the following steps:

1. Open a web browser and go to https://secureaccess.wa.gov/

/= SecureAccess Washington Home - Windows Internet Explorer

) oA .
o |5_L'-"| https://secureaccess, wa.gov/

2. Clickthe Add a New Service tab.

SecureAccess
WASHINGTON®

My Secure Services Account Management

Hello ERUser179

My Services ﬂ Add a Mew Service | '
g 7

Service code:

Select an agency below to see a list of services:

3. Toseea listof availableservices, click to select the Enterprise Services as the agency
for which you wish to add a service.

Hello ERUser179

My Services | Add a New Service

. . Service code:
Select an agency below to see a list of services:

Depariment of Archaeology and Historic Preservation ggr?;‘cga"e been given a service code, ente
Department of Commerce :

Department of Ecology
Department of Health

Department of Information Services
Department of Labor and Industries
Department of Licensing
Department of Natural Resources

Search services by keywords:

Enter keyword(s) below to find related servi

Department of Social and Health Services senvices.
Depardment of Transportation
riment
( Enterprise Services
i i ment

Workforce Training and Education Board
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4. Findthe service you wish to add (Business Objects 4.0 or ER Report Portal)and
under Action, click on Apply.

S A SecureAccess
WASHINGTON®

My Secure Services Account Management

Hello gbac105

My Services Add a New Service ‘

Add a Service to Your Account
Select a service to apply for from the following.

Note: Services for which you currently have access, have applied to and are awaiting approval, or those that you have been suspended or rejected from will not

All Agencies > Enterprise Services
Senice Name

. . Business Objects 4.0 ...... more
Business Objects 4.0 Privacy Notice

Enterprose Reporting Report Portal v1.0 ...... more
ER Report Portal Privacy Notice

Admin | MySecure Services | AccountManagement | About Secur,
& Washi tate Depart t of |

A confirmation page will be displayed notifying you that your request has been received.

SecureAccess
WASHINGTON®
My Secure Services Account Management Help About SecureAccess Logout

Hello ERUser179

My Services Add 2 New Sevice | I}

Service Registration Received

Thank you for registering with agency Enterprise Services's service Business Objects 4.0. You will be notified by email of the approval
or rejection of your service registration

Approvalisrequired before you are able to access Business Objects 4.0. While waiting

for approval, the service will be listed in the Services for which you are pending access
approval section.
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You will be notified by email when your registration has been acted upon.

Business Objects 4.0 will be listed in the My Services tab once your registration has been
approved and the User Status will be updated to ‘Active’.

SecureAccess
WASHINGTON®

My Secure Services Account Management Help About SecureAccess Logout

Hello ERUser179

My Services Add a New Service
Description
|Business Objects 4.0 Enterprise Senvices Business Objects 4.0 Actwe emove

s

5. Atthis pointyou may click on the Business Objects 4.0 link to access the application.

2.4 Setting up your security settings

The first time you login, you will be prompted to enter provide enterinformation to
ensure application security.

1. Click Next when this screen appearsto begin the authorizationinterview

SecureAccess
WASHINGTONE

Security Enhancements

Please note: To further protect the security of your information on our website, we've made some changes to our
account login.

Keep Your Information Safe
¥ & new way to protect your identity
¥ Adds a layer of protection to your account, as an additional level of security

How Does It Work? ( Learn More )

Lets us know it's really you - If you sign in from a computer we do not recognize, we will make sure itis
really you by asking a security question that only you can answer, or we will contact you on your phone
and varify your identity.

What are the next steps?

¥ Select and answer 3 secutity questions

¥ Pravide at least 1, and up to 2 phone numhbers
¥ Register yaur computer

¥ Confirm your settings
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2. Completethe Security interview section when prompted. All fields with an * are
required.

A ' ' SecureAccess
WASHINGTON®

Select your Security Questions and Enter Phone Number(s)

When you sign on from a computer wwe do not recognize, vou will be asked to answer a security guestion or enter & confirmation
code Lsing your telephone, in order to verify your identity. How does i work?

Step1: Select and answer 3 security questions * = Required Fislds

Mote: vour answers should be no more than 30 characters {no symboals)
Question 1:

= - Please sselect a security question - -

Answer:
|

Cuestion 2 :

=] - Please select a security question - -

Answer:
|

Cuestion 3 :

= - Please select a security question - -

Answer:
|

Step2: Enter Phone Number(s) * = Reqguired Fields

Mote: Provide at [east 1 phone number to which we can authenticate you

Phone Number
Country Code: Area Code: (Mo dashes, or
spaces)

Phone Type
{Horme, weark, or cell phone):

Extension
(optionaly:

* | |Please select a country code j | | |

| |Please select a country code j | | |

Would You Like Us to Remember this Computer? Learn More
& Yes, | plan an using this computer to access my account in the future
. Mo, This is a public computer or one | do not plan on using often to access my account.

3. Once you are done, a confirmation page will be displayed. Click Finishifyou are
satisfied with your results.
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3.

Logging into Business Objects 4.0 and ER Report

Portal

3.1

Logging in for the first time

After you have completed the security interview within SAW, you will be prompted to
login to the system for the first time usingthe informationyou suppliedin the SAW
security interview.

\ V.V SecureAccess
A Al WASHINGTONE

Login to Your Account

Because you are attempting to access your account using a computer or device we do not recegnize, we need further
verification of your identity for security purposes.

Confirm Phone Number
Please confirm the phone number you would like us to call to:
cell phone: +1 - XK - XXX7894

(Expect a phone call 5-30 seconds after click "Continue”)

Would You Like Us to Remember this Computer? Learn More
' Yes, | plan on using this computer to access my account in the future
" No, This is a public computer or one | do not plan on using often to access my account.

1. Enterthe phone numberthatyoucan be reached atin the cell phone field
highlighted above.

2. If youplanonusingthis computerto access the application in the future, click on
the “Yes” option. If not, click on the “No” option.

3. Whenyou click onthe “Continue” button, the system will display a confirmation
number and call the numberyou provided.

4. When prompted, type the confirmation number displayed on your screen into
your phone.

5. Upon verification, the system will automatically direct you to the application
home page.
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3.2 Logging into Business Objects 4.0 and ER Report Portal the after the
initial setup

1. Open a web browser and go to https://secureaccess.wa.gov/.

/> SecureAccess Washington Home - Windows Internet Explorer

i

@.\-— 3y~ |§’_§| https:/fsecureaccess, wa, gov/

2. Underthe “My Services” tab, click on the Business Objects 4.0 or ER Report
Portal link.

If you did not click on the “Yes” option noted in section 1.5, the system will
navigate you through the account verification process.
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4. Where do | go if | have other questions about SAW?

4.1 Account Management

Click on Account Management to make any changes to your Password, update your
Profile, cancel your SAW account, or to or report a security compromise of your SAW ID.

SecureAccess
WASHINGTON®
./"

My Secure Services Account Management Help About SecureAccess Logout

Hello ERSTester179

My Services

User

Status Action

4.2 Help with SAW

Click on the Help link for more information aboutyour SAW account.

SecureAccess
WASHINGTON®

Logout

Hello ERSTester179

My Services

1. If youget this Security Warning, click Yes.

Security Wanning

The current Web page is trying to open a site in your Trusted
sites list. Do you want to allow this?

Current site; https://secureaccess.wa.goy

Trusted site: http://support.secureaccess.wa.goy

Mo

@ YWharning: allowing thiz can expose vour computer to security risks. [f
waw dan't frust the current Web page. chooze Mo

2. The SAW FAQ page will open to answer common questions handled by the SAW
support staff. Use the Search or Browse by Subject toolsif you don't find your
answer here.
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